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Reducing the threat of cybercrime
Cybersecurity
Cybersecurity has become one of the major challenges facing businesses today: in 2017 alone there were over
159,000 publicly disclosed breaches* causing financial, operational and reputational damage for businesses.
(*Source: Online Trust Alliance)

During this same period over
300 new vulnerabilities were
discovered and published; relating
specifically to operational and
control equipment. This, when
coupled with risks discovered within
operating systems and infrastructure
equipment; highlights the significant
vulnerabilities of Industrial Control
Systems.
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Figure 1 - ICS Vulnerabilities (Source: Kaspersky Labs)

The most common areas for these vulnerabilities were:
• SCADA/HMI
• Industrial networking equipment
• PLC’s and engineering software.
Now, more than ever it is critical to review the security
of operational technology infrastructure and to identify
vulnerabilities and threats. In addition to the cyber
level, businesses must also identify and address
vulnerabilities at the physical, personnel and procedural
levels to ensure a holistic approach to security.

A Growing Threat from Diverse Locations
Threats are growing in volume and sophistication,
increasing the risk for all businesses. It’s not just
targeted attacks that need to be considered; accidental,
incidental and opportunistic attacks are currently going
through a significant rise. The threat vectors themselves
are diverse - phishing and malware, internal incidental
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threats, Distributed Denial of Service (DDoS) and
targeted attacks to name just a few. No matter what the
vector, we are seeing increases in incidents across all
sectors.
In 2019 a further increase in the amount of detected
ransomware such as the very public LockerGoga
virus outbreak which severely affected Norsk Hydro
alongside other industries. These types of attacks rely
on systems being outdated / or unpatched which can be
a common issue for industrial plants. The white hat tools
to carry out attacks and system penetration are openly
available and can be downloaded by anyone, increasing
the chance of opportunistic attacks.
With the implementation of the new General Data
Protection Regulations (GDPR) in May 2018 reporting
of breaches became a legal requirement, further
strengthening the need to protect customers’ data and
ensure users trust your system.
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How Bilfinger UK can help
At Bilfinger UK we are focused on cybersecurity for the Operational Technology (OT) environments. We apply our
expertise in systems and automation within a variety of industries and process environments to ensure that your
operations are made as secure as possible.
Our solutions adhere to the latest standards or IEC-62443 Industrial Network and System Security covering all areas
of the cybersecurity life cycle of Assess, Design, Operate and Maintain. This ensures that your critical operations
are protected from threats.
Cybersecurity is a journey, not a destination; as the threats continue to evolve. We work with you; in partnership
using our four-phase approach to cybersecurity for your OT environment; designed to help you understand your
requirements and provide the support required to implement changes to ensure the security of your systems and
networks:
Implementation

Evaluation

(Phase 3)

(Phase 1)

• Cybersecurity requirements
specification

• Initial client consultation
• Review of physical devices,
software platforms and
applications

• Implementation of physical,
software, infrastructure and
application level protection
measures

• Estimated riisk level inline
with ISA-62443

• 12 month cyber checkup
included
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Services

Assessment

Maintenance & Support

(Phase 2)

(Phase 4)
•

• Detailed client consultation
• Detailed vulnerability
analysis
•

•
•

Risk level definition and
recommendations report
•

Cybersecurity maintenance
services

Cybersecurity alert services

Device and application
level patching and update

Bi-monthly Cyber
Review

• Evaluation: identify known and anticipated issues

Why Bilfinger UK?

• Assessment: analyse key vulnerabilities and risks

With over 25 years’ experience in building, securing
and maintaining complex and critical systems for
customers in highly regulated industries such as
energy, nuclear and water, Bilfinger UK has the
experience and knowledge to help you to recognise
and minimise your vulnerabilities and susceptibility
to cyber attack.

• Implementation: implement appropriate protection
measures
• Maintenance and support: alert and maintenance services
Each phase is available as an individual service offering or
may be combined with one or more of the other services
depending upon your unique requirements.

Accredited by Cyber Essentials, the government’s
cybersecurity gold standard, and to Information
Security Management System 27001,
demonstrating our competence in keeping our own
and our customers’ information assets secure, we
offer contextualised solutions that meet your exact
needs.
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